
If your child has shared too much information online, don't panic. There are things you can do and

organisations who can help safeguard and support your child.

Overshare

It is easy to share things online that you wouldn't face to face. Some of the most popular sites and

apps are designed to enable people to share information, pictures and videos. This is part of their

popularity but it can make it easy to share things we later regret.

If you think your child has shared too much about themselves don't panic. It's rare that things get
out of control, but even if they do there are ways you can respond and organisations who can

help.

What are the risks?

• Once information has been shared online, particularly pictures and videos, you can never

be sure who has seen it, saved it or shared it.

• Personal or embarrassing information in the wrong hands can lead to bullying.

• Knowing that others have seen embarrassing things about them can cause stress and

anxiety, and affect a child's confidence and self-esteem.

• Unwanted information online could affect educational and job opportunities later in life.

• People with a sexual interest in children can use personal information online to work out if

a child might be vulnerable or ways to attempt to groom them.

• Sharing images, particularly sexualised images, can increase the likelihood of a child
receiving inappropriate sexual contact from strangers online.

What can you do?

If you find out your child has shared too much personal information online you should first assess
the risks by considering the following questions:

» What did they share? Was it a picture, video or personal information when chatting? Are

they embarrassed by the content and if so why? Could the information be used to locate

them?

® Who did they share it with? Many appsaiiow you to share with an individual or a smal! or

large group of contacts. Find out how many peop!e might be able to see the content your
child has shared.

9 Do they know the people the/ve shared it with? Have they met them face to face? If

they've shared something with schoo! friends are they worried about what they wil! do
with the information?
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® Was it shared with someone they don't know? !f they have never met the person face to

face, find out what else your child knows about them and whether they have been in
contact since. Ask if they have at any point/ felt threatened in any way. Have they been

asked to share inappropriate images? If so, this is a matter for the police. You can either

contact your focal police or report to CEOP.

You should report any concerns about online grooming or sexual abuse to CEOP.

How to take control

The quickest way to get content removed from the internet is for the person who posted it to take
it down.

• If your child posted the image using their account on a social media site, ask them to log in
and delete it.

® if someone else posted the image or re-posted it, ask them to delete it on any sites they've

shared it on - your child's school may be able to help identify them.

• If you don't know who has posted it, or they refuse to take it down, then report the image
to any sites it's been posted on. All major social media sites have ways to report content
(www.thinkuknow.co.uk/parents/articles/Reporttn^-to-social-media-sitesV). It's not

guaranteed that they will take it down but if it breaks their terms and conditions or

'community guidelines' it should be removed.

• Some sites don't have reporting processes. If the content is a sexual image you can report

it to the Internet Watch Foundation (IWF). Sexual images of anyone under 18 are illegal

and the IWF can work to get them removed from sites which don't have reporting

procedures. You can report directly to the IWF (www.iwf.org.uk) and children can contact
Childline (www.childline.org.uk) who work with the IWF.

• If someone is using personal information online to bully your child/ don't take matters into

your own hands or retaliate, you should speak to their school urgently.

• If your child feels threatened by someone who they only know online you should report to

your local police. If they are acting sexually towards your child or asking them to do sexual
things you should report to CEOP (www. ceop. police, uk/safety-cenj^e).
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Parental controls are a great tool to help protect your children online. There's plenty of

advice available to help you use them and it may not be as difficult as you first thought.

What do parental controis do?

These controls are designed to help parents and carers manage their child's online activities.

There are various types, some of which are free but others which can be bought. However,

nothing is totally fool proof so they don't replace the need for adults to support and advise
children using the internet.

For detailed guidance on all the different types of control, you can use an online tool from

Internet Matters - www.internetmatters.ore/parental-controls/interactive-guide. This gives

you the chance to set up a personalised list of the controls used in your home on all your

different devices. There is also advice on how to use all the various controls, with videos and

step-by-step instructions.

What can controls be used for?

Controls can either be for a device like a games console, or for a network such as your home

broadband.

The way to access device controls can vary according to the manufacturer. They can offer

varying types of protection, from filtering out adult content from search results to
preventing your child from buying things when playing games. You can generally find

instructions on how to set these controls up on the manufacturer's website or use the

Internet Matters website for help. These settings will apply whether the device is being used

in your home our outside - but it's easy for them to be switched off/ so talk to your child

about trust and responsibility, making sure they understand the importance of why you
have put the settings in place.

Most games consoles come with settings, which can be put in place for either the device

itself or the games platform. It's easy to forget that games consoles allow players to connect

to the internet and talk to people all over the world so setting controls on devices and the

platform itse!f (such as X Box) is important.

Broadband and network filters generally come free with your service. These can be used to

prevent material coming into your home. For example, you could restrict anything with a

horror or sexua! content being accessible via your home broadband. instructions for

accessing these filters can be found on the service providers' websites - look at the bottom

of the page to find the "help" or "security" page.
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Online controls

Search engines such as Google, Yahoo and Bing allow users to filter out certain types of
search results. This means you can reduce the risk of your child seeing adult content like

pornography, or set limits on the time they spend online. Look for the cogwheel "settings"

symbol where you will find the options for each provider. You can also encourage your child

to use safer search facilities/ such as Safe Search Kids from Google.

SodaE media and other websites

As with search engines, social media and sites like YouTube have privacy and security

settings. These can prevent your child from being contacted by strangers or from seeing

inappropriate material. It is important to remember that content filters cannot prevent

other people from sending offensive or inappropriate messages or comments to your child's

account/ so controlling who can contact your child is a key step.

Buying controls

It is also possible to buy filter programmes. These can be either solely for filtering purposes,

but some virus protection software also offer filtering options.

What next?

Controls are not a single solution to staying safe online; talking to your children and

encouraging responsible behaviour is critical. However/ controls are a vital first step to

helping to protect your child online, and here are seven simple things you can do to use

them effectively:

• Set up home broadband parental controls and make use of controls on your home

broadband.

• Set controls on your search engine; encourage your child to always use child-friendly

search engines, and activate and lock the safe search settings on the browsers and

platforms they use.

• Make sure every device is protected. Controls should be installed on every device

your child uses, such as their mobile phone, tablet and games consoles (both home

and handheld).

• Use privacy settings. Activate the safety measures offered by different sites; social

networking sites like Facebook have privacy settings that wili help prevent your child

seeing unsuitable advertising or sharing too much with other people.

• Block pop-ups. If you're worried about your chiidren accessing inappropriate content

though accidentally dicking on adverts in pop-ups/ follow the advice from your
service provider on how to stop these.
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® Find good sites and agree on them as a family. By talking to your child about their

interests you can he!p them find suitable sites to visit and apps to use. Review these

sites as they get older.

• Manage their use and access. Children may be very worried that your response to a

problem wili be to take away their internet, access. Whilst this may be an appropriate

response in some cases, the threat may be a barrier for a child who needs help. Be

aware of this when talking to them about their internet use, and reassure them that

they can talk to you or a trusted adult whenever they need to.

This information has been adapted from the Thinkuknow parents and carers

website - www.thinkuknow.co.uk/parents

Thinkuknow is the education programme from the National Crime Agency CEOP

command. The CEOP command works to protect children from sexual abuse and

exploitation both online and offline. Thinkuknow offers a range of safety

information for children/ young people, practitioners and parents/carers

The CEOP Safety Centre offers information and advice for children and young

people, parents/carers and professionals on reporting child sexual exploitation and

abuse and provides a route to report directly to CEOP

www.ceop.police.uk/safetv-centre.
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There's no watershed, 'top shelf or ID required online but that doesn't mean you can't

protect your child from adult content. Find out how to help them navigate the web safely.

Things they might see

The internet is a public and open place, one where anybody can post and share content.

This is part of the fun but it does mean that your child might see something that is intended

for adults which might confuse or upset them. This could be violent or sexual content,

extreme opinion or inappropriate advertising.

No matter how young your child is, if they are using the internet you will need to have the

conversation with them about 'things they might see' online.

You can t always be there when your child is using internet enabled devices - even though it

is advisable as much as possible when your child is at primary age. So it is important that

your child knows that they can come to you if something online confuses or upsets them.

Children often tell us that a reason they don't tell a parent or carer when something goes

wrong or upsets them online is because they are worried the adult will over react and take

their technology away from them.

What is inappropriate?

Inappropriate can mean different things to different people, from swear words to

pornographic images or videos, and what is inappropriate for your child will also change as

they grow and develop.

Every household will have different ideas on what's appropriate for their child/ so discuss

this as a family and give your child age appropriate examples.
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Having a conversation

It is important to explain/ especially to younger children, what is meant by "inappropriate"

using language they wi!i understand.

Remember, no matter what you've told them, as we all were as children, your child will be

curious as they grow. They might search for content they are too embarrassed to talk to you

about, don't understand or think they'll find funny.

Talk to them about what they might see if they were to type the wrong words or activeiy

look for content on a search engine like Google. Make sure they know that whatever they

have seen, if it's upset them or raised questions that they can always come to you.

What can you do to protect them?

As well as having the all-important conversation, there are some technical (and simple)

things you can do to limit what they see:

• Set Parental Controls. Parental Controls software will enable you to filter out

pornography and other inappropriate content. You can also use it to set time limits

for using the internet and apply age restrictions for games they play. Most major

Internet Service Providers, like Talk Talk, Sky, BT and Virgin Media, provide free

parental controls, as do most devices and games consoles. Find out more about

setting them up (www.thinkuknow.co.uk/parents/articles/Parental-controls) - it isn't

as difficult as you might think!

• Set the search engine (e.g. Google, Bing, etc.) they use to a 'safe' mode. This means

that the search engine will look to block any obvious adult content and not provide it

in search results.

• YouTube is particularly popular with primary aged children but think about the

range of content they can be exposed to on it. Distressing news stories and other

adult content will often appear on YouTube so don't use YouTube as a TV, It is al! too

easy for children to click on related videos and end up watching something more

adult so make sure you supervise younger children using it. It is also advisable that

you set YouTube search to "safe mode'. You can find out how in the YouTube Safety

Centre (https://www.voutube.com/vt/policyandsafetv/safetv.html)

Remember, parental controls and filters are just tools. They are not 100% accurate and are

no substitute for open and honest conversations with your child.
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This information has been adapted from the Thinkuknow parents and carers
website - www.thlnkuknow.co.uk/parents

Thsnkuknow is the education programme from the National Crime Agency CEOP

command. The CEOP command works to protect children from sexual abuse and

expioitat'on both online and offiine. Thinkuknow offers a range of safety

information for children, young people, practitioners and parents/carers

The CEOP Safety Centre offers information and advice for children and young

people, parents/carers and professionals on reporting child sexual exploitation and
abuse and provides a route to report directly to CEOP

www.ceoD.police.uk/safetv-centre.
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